Krstic, N., Cigoija Piper, D., Digital Marketing and Children’s Rights, AM Journal, No. 23, 2020, 135-148.

http://dx.doi.org/10.25038/am.v0i23.402

Natasa Krstic
Faculty of Media and Communications, Singidunum University, Belgrade, Serbia

Danica Cigoja Piper
Faculty of Media and Communications, Singidunum University, Belgrade, Serbia

Digital Marketing and Children’s Rights: Trick or Treat?

Abstract: Marketing in the digital age is driven by software and algorithms, and is character-
ized by sociability, networking and personalization, which make children profitable targets
for the advertising industry. Relying on a survey on UNICEF’s U-Report platform registering
children and youth, we wanted to examine whether young internet users in Serbia are aware
that their personal data are revealed for advertising purposes and if they understand the dig-
ital marketing techniques that they are exposed to. Given that more than half of the survey
respondents opened their accounts on social media before the age limit, that most of them
share their personal information online and are largely indifferent to cookies on the websites
they visit, it does not come as a surprise that young internet users in Serbia become an active
target of advertising, which is often unwanted or inappropriate for their age. Bearing in mind
the multidisciplinary nature of the topic, the recommendations for a variety of stakeholders,
from publishers to creative industries and parents are given in the concluding remarks.
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Introduction

Children are of incredible interest to businesses. They are the largest and
most powerful consumer group; they are more susceptible to advertising
and marketing techniques; and their preferences and behaviors are more
open to influence and manipulation. In many ways, they are the ideal
audience for the new digital economic paradigm, in which companies
possess tremendous amounts of information about individuals’ digital
behavior that can be used to shape their online activities.!

! Carly Nyst, ed., Privacy, protection of personal information and reputation rights. Discussion Paper Series:
Children’s Rights and Business in a Digital World, UNICEF (2019): 11, https://www.unicef.org/csr/css/Chil-
dren_and_Digital Marketing Rights_Risks_and_Responsibilities.pdf>, acc. February 9, 2020.

*Author contact information: natasa.krstic@fmk.edu.rs
*Author contact information: danica.cigoja@fmk.edu.rs
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The expansion of the internet towards children is multi-layered. We have been
witnessing user expansion because children are the fastest growing online audience
(representing 40 percent of the total number of new internet users in 2018) and spend-
ing more time online (one-third of daily internet users).? Subsequently, there has
been a noticeable expansion of online content as 80 percent of children use, for exam-
ple, YouTube regularly, making it the largest children’s internet platform. Finally, there
is a proliferation of platforms in a form of children’s cable channels and carriers, video
on demand (VOD), internet browsers and social networks. Throughout the internet
expansion, children are mostly in the role of the recipient of the advertising content
offered to them in various media forms whereas the parents are direct purchasers of
goods advertised online, firstly viewed by the young audience without or with limited
purchasing power. Therefore, digital marketing is strong in the field of acting upon
children’s desires and needs, making this the topic of contemporary scientific discus-
sion.” The World Health Organization (WHO) defines digital marketing as “promo-
tional activity, delivered through a digital medium, that seeks to maximize impact
through creative and/or analytical methods, including:

« creative methods to activate implicit emotional persuasion, such as building
engagement in social networks; using immersive narratives or social-enter-
tainment-and humor-based approaches; using “influencers” popular with
children, such as YouTube “vloggers” (video bloggers); augmented reality
and online games;

« or analysis of emotions, responses, preferences, behavior and location to
target specific groups, individuals and moments of vulnerability or to max-
imize the impact of creative methods™

Since children have been identified as particularly vulnerable to online ma-
nipulation’, it is necessary to start our paper by mentioning the legal aspect of this
topic. The digital welfare of children is a constant concern of many international or-
ganizations. The United Nations (UN) and the WHO are the two leading organiza-
tions researching and managing the relationship between marketing and children.
The United Nations Children’s Fund (UNICEF) and professional sectors at the WHO
actively monitor the activities of advertisers on the internet and continuously provide
policy recommendations for advertisers, parents, teachers and other stakeholders
that can influence the development of children. The UN Convention on the Rights of
Children is the starting point for children’ rights in the digital world. Namely, “chil-
dren’s rights and principles form the analytical framework for evaluating the existing

?PWC & Super Awesome, Kids digital media report, UK: PricewaterhouseCoopers LLP (2019): 4.

? Cf. Caroline Oates, Leah Watkins, and Maree Thyne, “The impact of marketing on children’s well-being in a
digital age,” European Journal of Marketing 50, 11 (2016): 1969-74.

* WHO, Tackling food marketing to children in a digital world: trans-disciplinary perspectives, 8, http://www.
euro.who.int/__data/assets/pdf_file/0017/322226/Tackling-food-marketing-children-digital-world-trans-dis-
ciplinary-perspectives-en.pdf, acc. March 29, 2020.

° Cf. UK House of Lords, Growing up with the Internet, Communications Committee report, 2017.
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regulatory protections for children in the digital environment”® The topic of on-
line children’s privacy in the online environment is one of the main questions for
marketers as the regulation often lags behind the development and proliferation of
digital channels. The collection and monetization of children’s personal data has been
regulated in the United States (USA) since 1998, when the Children’s Online Priva-
cy Protection Act (COPPA) was adopted, an upgraded version of which came into
force in 2013.” The European Union’s General Data Protection Regulation (GDPR),
which came into force in May 2018, focuses on data protection across all types of plat-
forms and websites offered on the internet,® and also contains strict rules designed
to protect children from unlawful data collection, imposing sanctions on companies
that do not respect them. With the introduction of the GDPR, every website in or
affiliated with the EU is obliged to explain its cookie policy to the visitors. Cookies,
or small text files that websites place on devices, can store a wealth of data, enough
to identify the website visitor without their consent, and are the primary tool that
advertisers use to track the online activity of users in order to target them with ads.’
Due to perceived weaknesses, GDPR is particularly strict when it comes to children;
it requires that cookie policy, as part of the website Privacy Policy must be clear and
legible for children: age-adjusted in simple words, containing accurate explanations
and no legalese.”” These laws are “consistently focused on tracking, anonymity and
parent-focused verification”!, which leads us to the question of the parenting role.
Parents could be required by law to take specific measures to organize the effective
and safe “digital life” of their children.

Online advertising is completely different in comparison with traditional ad-
verts: “it is interactive, as the child actively engages with the brand; it is also often
‘immersive, meaning that the child or adolescent is in a fully branded “environment”
for an extended period of time; and most importantly, it is essentially different from
other media because it can be built on the data about a child that allows it to be tar-
geted to them based on their interests, locations, and demographic characteristics”.'?
Consequently, digital marketing can be viewed as a combination of four main pillars.

¢ Simone van der Hof, Valerie Verdoot, and Mark Leiser, “Child labour and online protection in a world of
influencers,” 2019: 3, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3458379.

7 Cf. Federal Trade Commission USA, Children’s Online Privacy Protection Rule (COPPA), Washington, D.C.,
www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/childrens-online-privacy-pro-
tection-rule, acc. February 20, 2020.

8 Cf. European Commission, 2018 Reform of EU Data Protection Rules, https://ec.europa.eu/commission/
priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-protection-rules_en, acc.
February 20, 2020.

° Cf. GDPR.EU. Cookies, the GDPR, and the ePrivacy Directive, https://gdpr.eu/cookies/?cn-reloaded=1, acc.
February 13, 2020.

10 Cf. PrivacyPolicies.com, Minors and Your Privacy Policy, https://www.privacypolicies.com/blog/minors-pri-
vacy-policy, acc. February 11, 2020.

" PWC & Super Awesome, Kids digital media report, 9.

12 Ljupka Naumovska, and Angela Milenkovska, “Marketing to Children: The Impact of Digital Media,” Journal
of Academic Research in Business and Social Sciences 7, 5 (2017): 280.
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Firstly, today’s marketing is rapidly turning mobile, with the everyday migration of
users from the traditional media to smartphones. Guided by this change, “advertisers
are shifting from investment in traditional forms of advertising towards digital’** as
a result of which, since 2017 digital advertising has been outperforming traditional
advertising on major markets.'* The other pillar is the change in “person-to-person”
communication. Connected devices are constantly helping advertisers to know more
about consumers. Using online data to find out more about the individuals is boom-
ing as the third pillar of the digital economy. The aim of this specific process is “the
creation of a single view of the customer across platforms and media in order to serve
advertising that is far more personalized, targeted, relevant and effective than ever be-
fore”*. The last pillar is related to online tracking of customers in the context of data.
Namely, data collection enables advertisers to find out “which segments view which
ads, for how long, and what percentage of ad exposure is translated into purchase™®.
This way of using algorithms is becoming a topic for human rights activists and ac-
ademic researchers!, because it allows advertisers to take complete control of our
digital activities. This pillar of digital marketing is particularly important for under-
standing the impact that digital ads have on children. Although some of the represen-
tatives of Generation Z, born from the late 1990s onwards, do have knowledge in the
field of digital media literacy, most, and especially younger kids, are usually unaware
of their rights in the digital environment.'® For example, various studies confirm that
children aged 6 to 8 cannot differentiate advertising from editorial content".

As we mentioned in the review of the legal framework, many researchers have
identified children as a vulnerable group of Internet users, but their “focus on the vul-
nerability of children online [mostly] has been [set] on safeguarding children against
online sexual predators rather than marketers™. Marketers can also become a threat
for kids in the digital environment, as they have spent $4.2 billion on children in 2019,
of which digital advertising accounts for more than 25 percent*. Furthermore, the
gaming market is growing by 15 percent annually, thereby projected to reach $264
billion by 2023 while the global toy industry will generate revenues of $120 billion by

13 Carly Nyst, ed., Children and Digital Marketing: Rights, risks and opportunities, UNICEF, (2018): 8. https://
www.unicef.org/csr/files/Children_and_Digital Marketing - Rights Risks_and_Opportunities(1).pdf, acc.
March 29, 2020.

4 Cf. PWC & Super Awesome, Kids digital media report.

!5 Nyst, ed., Children and Digital Marketing: Rights, risks and opportunities, 8.
1¢ Ibid.

17 Tbid.

18 Cf. Christian Scholz and Anne Rennig, Generation Z in Europe: Inputs, Insights and Implications (UK: Em-
erald Publishing, 2019).

19 Marisa Meyer, Victoria Adkins, Nalingna Yuan, Heidi M. Weeks, Yung-Ju Chang, and Jenny Radesky, “Ad-
vertising in Young Children’s Apps: A Content Analysis,” Journal of Developmental and Behavioral Pediatrics
40, 1, (2019): 33.

2 A. Kennedy, K. Jones, and J. Williams, “Children as Vulnerable Consumers in Online Environments,” The
Journal of Consumer Affairs 53, 4, (2019): 1483.

2 PWC & Super Awesome, Kids digital media report, 2.
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2023, recording growth of 4 percent annually.* And these are merely the costs of the
visibly paid digital ads; it seems likely that there is a big influence of numerous ways
of storytelling and product placement in digital contents, also known as embedded
advertising. [The term embedded advertising is defined as incorporating the branded
product into the media content® (for example: dialogue between characters); this
form of digital marketing is widespread* and usually organized on the principle of
sponsorship.] Embedded ads are present in various media content (e.g. video games,
sitcoms, cartoons, movies, music videos) and children are more susceptible to this
way of advertising than adults®.

All the mentioned features of digital marketing are the specific alert for aca-
demics to continue research on how they affect children as internet users. This empir-
ical study focuses on examining how children understand different marketing content
on the Web and whether they are aware of the digital marketing paradigm and its
various promotional activities.

Methodology

The opinion pool entitled “The impact of digital marketing on children’s rights”
was conducted in January 2020 for one month using quantitative research techniques,
via an electronic survey on UNICEF’s U-Report platform (serbia.ureport.in). The
U-Report is designed for teens and young adults between the ages of 15 and 30 and
has been launched with the aim of integrating them into the beneficial changes of the
community by allowing them to express their views and opinion on important social
issues. The participation of children and youth on the platform is in line with the na-
tional Law on Personal Data Protection®, i.e. voluntary and anonymous. The results
were subsequently summarized and managed by UNICEEF, and thus the concept of
ethics in research with children was preserved”. Out of 1,838 registered U-Report-
ers from all regions of Serbia, 1,320 participated in the survey, which makes for a
response rate of 71.8 percent. The structure of the survey participants was dominated
by women (69 percent), young people aged 15-19 (54 percent) and the Belgrade re-
gion (29 percent), which can be explained by the structure of registered U-Reporters.
In the context of the conducted research, we have defined a child in accordance with

22 Ibid.

» Cain Reid, Rita-Marie, “Embedded Advertising to Children: A Tactic that Requires a New Regulatory Ap-
proach,’, American Business Law Journal 51, 4 (2014): 721.

24 Ibid, 722.
% Ibid.
% Zakon o zastiti podataka o licnosti, Beograd: Sluzbeni glasnik RS, br. 87/2018, Clan 16, 211 59.

77 Cf. Vranje$evi¢, Jelena, “Deca kao (ko)istrazivaci: participativna istrazivanja i najbolji interes deteta,” Pri-
menjena psihologija 8, 2 (2015): 187-202.
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Article 2 of the draft of the Law on the Protection of the Rights of the Child (2019)*
as every human being between birth and the age of 18, and youth according to the
National Strategy for Youth of the Ministry of Youth and Sports (2015)* as the cate-
gory of persons aged 15-30.

Through the research we wanted to explore whether children and youth in Ser-
bia are aware of them, or whether they perceive and understand their exposure to
them? Accordingly, the research hypotheses put forward are:

H1: Children and youth in Serbia are not aware that their personal data is collect-
ed for online advertising purposes;

H2: Children and youth in Serbia do not understand the techniques and practices
of online advertising.

The conducted research consisted of 13 questions, the first of which referred
to the consent to participate in the survey. The other questions were divided into
two groups, the first of which concerned the purpose for which young internet us-
ers disclose their personal information and what type of data they most commonly
share, the habit of taking quizzes on social networks, and the understanding of the
cookie policy on websites visited. The second group of questions explored their un-
derstanding of various techniques and practices used in digital marketing, such as
remarketing, in-application adverts, native advertising, influencer marketing, which
make them potentially exposed to unwanted, age-restricted or adult ads.

The aims of the research are to (a) determine the extent to which children and
youth are aware and understand that their personal data and online behavior are po-
tentially exploited by advertisers and the digital marketing techniques used in relation
to this; and (b) give recommendations to digital advertisers and publishers in Serbia,
based on the research results, on how to improve children’s rights on the internet.

Results and discussion

Firstly, we wanted to examine whether children and youth in Serbia under-
stand the age limits of creating a social media account. In Europe, most social media
platforms have the minimum age of 16 (13 with parental consent) before a user can
create an account®. However, in practice, there is a habit of age fabrication on social
media with children® and many parents allow their children to lie about their age to

2 Ministarstvo za rad, zaposljavanje, boracka i socijalna pitanja RS, Nacrt Zakona o pravima deteta i zastitniku
prava deteta.

» Ministarstvo omladine i sporta RS, Nacionalna strategija za mlade za period od 2015 do 2025. godine.

% European Commission, Can personal data about children be collected? Brussels (2019), https://ec.europa.
eu/info/law/law-topic/data-protection/reform/rights-citizens/how-my-personal-data-protected/can-person-
al-data-about-children-be-collected_en, acc. February 11, 2020.

3! Cf. Bryan O’'Neill, “Who cares? Practical ethics and the problem of underage users on social networking
sites,” Ethics and Information Technology 15, 4 (2013): 253-62.
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circumvent age restrictions on social media sites®>. When asked in the survey: How
old were you when you opened your first social media account?, less than a half of the
survey participants (43 percent) confirmed that they became active on social media
aged 13 or above. Alarmingly enough, as many as 57 percent of children and youth
in Serbia did so before the age limit, and 10 percent of them with only 7-8 years of
age (Figure 1). In order to get more accurate results, the survey participants were also
asked: Do you know how old you have to be to open an Instagram account?. Instagram
was chosen as it is one of the most popular social networks amongst youth**, but
also because it is associated with high levels of anxiety, depression, bullying and the
“fear of missing out” among young users®*. One-third of the respondents said they
knew (about) the age limit for opening an Instagram account (35 percent), whilst
two-thirds did not know it (26 percent) or were not sure (39 percent), confirming the
previous finding that children and youth in Serbia are mostly unaware of age restric-
tions on social networks.

13 years and above I 437
11-12 years I, -
9-10 years [N | -

with 7-8 vears I [

Figure 1: Age at the time of opening the first social media account
Source: authors (n=1.320), single answer

Having in mind that children may be more willing to disclose personal infor-
mation on websites as they do not fully comprehend the underlying dangers®, the

32 Cf. Danah Boyd, Eszter Hargittai, Jason Schultz, and John Palfrey, “Why Parents Help Their Children Lie
to Facebook about Age: Unintended Consequences of the ‘Children’s Online Privacy Protection Act,” First
Monday 16, 11 (2011).

33 Cf. Pew Research Center Internet & Technology, Teens, Social Media & Technology 2018, https://www.pewre-
search.org/internet/2018/05/31/teens-social-media-technology-2018 /, acc. February 12, 2020.

* Statcounter, Social Media Stats Serbia Jan 2019 - Jan 2020, https://gs.statcounter.com/social-media-stats/all/
serbia, acc. February 12, 2020.

> Royal Society for Public Health, #StatusOfMind. Social media and young people’s mental health and wellbe-
ing, (2017): 23, https://www.rsph.org.uk/uploads/assets/uploaded/d125b27c-0b62-41c5-a2c0155a8887cd01.
pdf, acc. February 12, 2020.

% Cf. Joseph Turow and Lilach Nir, “The Internet and the Family 2000: The View from Parents, the View from
Kids” From Report Series, The Annenberg Public Policy Center of the University of Pennsylvania (2010): 33,
https://pdfs.semanticscholar.org/bcf3/960fa5c934771a64fe6ddf614b8c81ede086.pdf, acc. February 13, 2020.
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survey included the question To what purpose do you share your personal data online?
More than half of the young respondents said that they provide personal information
in exchange for an incentive, such as access to compelling content - web pages (44
percent), music, video, movie (13 percent), while free internet (Wi-Fi), due to de-
sire to socialize, came second (26 percent). In this regard, the research by Lwin et al.
found that children driven by socialization motives had a lower level of concern about
online privacy, and that children disclose more personal information when they are
promised a simple incentive®’. Speaking of types of personal data, the survey partic-
ipants most often disclose their email address (56 percent) and social media account
(19 percent), while in particular, a smaller group of respondents who confirmed that
they reveal their mobile number (8 percent) and personal photo (4 percent) should
be mentioned, given that these data are very susceptible to be compromised on the
internet.

Citv or state of residence T 39
Personal photo T 4%
Maobile phone number NG 50,
Gender IS '
Social media gecount G |,
Email address N

Figure 2: Personal data that children and youth in Serbia most often share online
Source: authors (n=944), multiple choice answers

In addition, when asked: Have you ever played a quiz on social media? most
survey participants answered in the affirmative (81 percent), showing that they are
uninformed about the perils of the Cambridge Analytica scandal®. And it is not just
personal data hidden in the quiz that these third-party applications collect; they also
plug into a social media host and collect information contained in the profiles and the
connected friends, thereby supplying quiz creators with even more data, which makes
children very vulnerable.

7 Cf. May O. Lwin, Antony Miyazaki, Andrea J. S. Stanaland, and Evonne Lee, “Online Usage Motive and
Information Disclosure for Preteen Children,” Young Consumers 13, 4 (2020): 345-56.

* Cf. Jonathan Heawood, “Pseudo-Public Political Speech: Democratic Implications of the Cambridge Ana-
Iytica Scandal,” Information Polity: The International Journal of Government ¢ Democracy in the Information
Age 23,4 (2018): 429-34.
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In addition to voluntarily sharing personal information online, children might
often not even be aware of leaving a digital footprint on the websites they visit. Many
data collection practices occur without children’s knowledge or consent, or under cir-
cumstances that do not empower them to understand and control the use of their per-
sonal information. In this regard, when asked the survey participants: Did you consent
to the cookies for the collection of your personal data?, it turned out that more than half
of them (55 percent) are aware of the existence and meaning of cookies, making their
data available only to chosen websites. Yet, the other half either do not know whether
they gave consent to websites collecting their personal data (8 percent), do not pay
attention to cookies (12 percent) or are unaware that they have the functionality of
collecting personal information (25 percent). Of concern here is the last category of
respondents, one-quarter of young internet users in Serbia, who are not at all aware
that the websites they visit collect, use and/or might sell their personal information
to advertisers.

Despite the lower awareness of the role of cookies, most young internet users
surveyed (74 percent) noticed that they were exposed to behavioral advertising tech-
niques. The smaller group, one-fourth of them, responded to the question: Have you
noticed that you are sometimes “followed” by ads from the websites you have visited?
that they do not know about it or have not noticed this type of remarketing practice
(26 percent). Remarketing (or retargeting) is defined as “a way to connect with people
who previously interacted with the website, allowing to strategically position ads in
front of these audiences as they browse Google or its partner websites™. Under the
prohibited remarketing categories, Google states that advertisers cannot use them to
target ads, i.e. for the promotion of products or services to children under the age
of 13%, which, based on the results of the research, indicates that this is followed in
Serbia.

Apart from the remarketing practice, we have also explored if children and
youth notice ads in mobile applications. Namely, in-app ads can have a negative eth-
ical, privacy and health impact on young users, as mobile and application based ad-
vertising tends to be much more personalized, on-demand, and embedded within
interactive digital experiences, thus making it harder to regulate due to design char-
acteristics*'. Despite the fact that as of September 2019, Google’s Play Store requires
all of its publishers to provide additional information about the age group of the in-
tended audience for every app, a most recent research by Meyer et al. (2020) aimed at
analyzing applications played by children found out that particularly among free apps,
highlighted a high prevalence of advertising using distracting features, manipulative
approaches, and content that did not appear to be age-appropriate*>. When it comes

% Google Ads Help, About remarketing, https://support.google.com/google-ads/answer/2453998?hl=en, acc.
February 11, 2020.

“Google Advertising Policy Help, Personalized advertising, https://support.google.com/adspolicy/an-
swer/143465%hl=en, acc. February 11, 2020.

I Cf. Meyer et al., “Advertising in Young Children’s Apps: A Content Analysis,” 32-39.
2 Tbid.
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to our research, most of the respondents (92 percent) answered affirmatively to the
question: Do ads appear in the mobile apps you use (gaming, music)?.

An increasing percentage of children aged 12-15 turn to Google for “true and
accurate information,” but only a minority can correctly identify camouflaged forms of
marketing such as native content and sponsored links*. Therefore, in order to exam-
ine if children and youth in Serbia can distinguish native advertising techniques from
editorial content, we asked the survey participants: Do you differentiate between paid
and standard texts on websites?. As a result, one-third of them (35 percent) marked
that they are not sure or not making a difference between these two types of content.
Additionally, one-fifth of children and youth (20 percent) did not even know native
advertising exists, defined as “a practice by which a marketer borrows from the cred-
ibility of a content publisher by presenting paid content with a format and location
that matches the publisher’s original content™. If we sum up these two categories of
findings, we can conclude that more than half of children and young people in Serbia
(55 percent) do not clearly distinguish paid from editorial content on portals.

Based on the research results so far, it should come as no surprise that most
survey respondents (85 percent) noticed ads that were intrusive, not age-appropriate
or aimed at adults. The most prevalent categories were weight loss ads, artificial beau-
ty products, alcohol (beer), hookahs and bank loans.

ca Krome

Figure 3: The most noticeable ad categories, not suitable for children and youth
Source: authors, open-ended question (n=905)

# Ofcom, Children and Parents: Media use and attitudes report, (2017): 9, www.ofcom.org.uk/research-and-da-
ta/media-literacyresearch/children/children-parents-nov16, acc. February 1, 2020.

* Bartosz, W. Wojdynski and Golan, J. Guy, “Native Advertising and the Future of Mass Communication,”
American Behavioral Scientist 60, 12 (2016): 1403.
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Finally, the last survey question was dedicated to purchasing habits imposed
by online influencers. Namely, if considered to have a high level of “social influence”,
brands will engage influencers hoping to ride on their wave of influence to facili-
tate brand likeability. As influencer advertising has far less protection than traditional
marketing, children rights organizations have expressed concerns about this form of
digital advertising that primarily relies on children as marketers*. When asked: Did
you want or buy something recommended by online influencers on YouTube or Insta-
gram?, most respondents in our research confirmed that online influencers did not
impact them, because more than a half (53 percent) did not buy or want anything
promoted or advocated, and one-fifth of respondents (24 percent) confirmed that in-
fluencers did not affect their buying choices. Do the reasons maybe lie in the fact that
domestic influencers are not monetized by brands as opposed to the foreign ones?

Conclusions

Marketing today has become social, networked, omnichannel and highly per-
sonalized, managed by software and algorithms, making children worthy targets,
profitable influencers or a legal obligation, whose breach can easily jeopardize an ad-
vertiser’s reputation. This perspective does not consider the real position that children
occupy in the advertising ecosystem, their right to be protected from privacy viola-
tions, from the compromise of personal data and unwanted advertising.

When it comes to the impact of digital marketing practice and techniques on
children and youth in Serbia, both hypotheses have been confirmed. Young Inter-
net users are not aware that their personal data is collected for advertising purposes
and do not sufficiently understand the techniques and practices of Internet advertis-
ing which they are exposed to. Given that more than half of our survey participants
opened their social media accounts before the age of 13, that most of them conscious-
ly or unconsciously share their personal data online (including sensitive information
such as personal photos, mobile numbers and social connections), and that they are
oblivious to website cookies, it does not come as a surprise that children and youth in
Serbia have become the active targets of behavioral and unwanted advertising, involv-
ing content that is inappropriate for their age.

The research results require action on the part of publishers, as huge amounts
of first party (cookie-based) data are created on portals, enabling all forms of ad-
vertising. In addition, responsible development of websites and mobile applications,
and independent setup of devices used by children are some of the ways to ensure
children’s safety online. The third recommendation is to enhance the parents’ digital
literacy skills to create a safe digital environment for children. Parents should be able
to balance between the online threats to children and the gratification of children’s
rights on the internet, as declared by the Convention on the Rights of the Child. Using

* Nyst, ed., Privacy, protection of personal information and reputation rights, 19.
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dedicated devices pre-configured for children use, parent-approved apps (e.g. You
Tube for Kids, Google Family Link parental controls), zero-profile browsers, turning
on safe internet search and enabling ad blocking software are some of the ways to pro-
tect children in the digital world. The safe online environment is mostly in the hands
of parents, as the advertising industry itself does not have the technology to detect
minors who use websites and applications. However, this does not absolve them of
responsibility, as data protection and violation remain one of the primary issues that
need to be addressed in order to respect and support children’s rights online. It is
unlikely that data protection legislation (such as COPPA and GDPR) can address all
the threats children face while enjoying their human rights online. Additional instru-
ments, such as codes of conduct for responsible marketing and advertising to children
imposed by brands and advertisers, can be useful in supplementing the data protec-
tion laws.

A recommendation for future research on the impact of digital marketing on
children is to engage parents. The aim would be to identify their understanding of
the need for a balance between the abuse of children’ rights online and the denial of
personal freedom.
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